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1



WHOAMI?

Ryan “Roll4Combat” Bonner
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Central Integration Hub 

Connects Anything Anywhere

Data Transformation 

Sketchy undocumented plumbing of the corporate world
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What Are webMethods?
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Spotted In The Wild
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Why Should We Care?

Found in Banking, Telecom, Healthcare, Government, and Insurance.

Processes financial transactions, integrates patient health records

and manages global supply chains.

A central point of failure for things we rely on daily
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Starting The Hunt
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Security Through Obscurity-as-a-Service

Deep understanding required private,

expensive training

In 2015, it was around $8,000 per person

Security model = If we don't tell anyone how it

works, no one can hack it
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Reading Documentation
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Casting A Wide Net

Shodan

FOFA

CENSYS

ZOOMEYE

Google
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Shodan

"WWW-Authenticate: Basic realm="Integration Server""

http.html:"WmRoot"

ssl.cert.subject.cn:"Integration Server"

http.html:"Software AG"
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zoomeye

Wider Port Scanning - 3800

Integration with Seebug vuln database

Better coverage in Asian Markets
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fofa

Rule-based fingerprinting engine

Asset correlation

icon_hash="-234335289"
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censys

Quality data

Query Assistance

Certificate Issues

Attack Surface Management
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Google
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CT LOG SCANNING - Gungnir

Not every server is meant to be public.

Even a hidden server needs a valid SSL/TLS

certificate

We can monitor these logs in real-time to

see every new certificate as it's created for

any domain in the world.

https://github.com/g0ldencybersec/gungnir
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Putting It All Together
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Integration_Surfer 
Takes a list of IP’s &  Domains

Integration Server Identification

Tests default credentials 

FFUF each one with about 5100 API endpoints

https://github.com/Roll4Combat/IntegrationSurfer
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Wait A Minute......

200 = successfully ran

500 = We can run it with fixed formatting......
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Developer Mistakes!
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WmPublic?

And hundreds more...
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Finding Service Names
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/Invoke?fucked=true
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Fuzz all the things!
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wm.server.admin:shutdown
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Finding Exploits
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pub.utils:executeOSCommand
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Fuzz Proprietary Services

CompanyName.ProjectName.Pub:GetAllCustomersData
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The Wins, Losses, and Takeaways

Offered multiple jobs by some giant companies 

Turned in 80ish reports to bug bounty programs, VDP’s, and direct email

We only touched maybe 10 % of possibilities

Assume we can use a similar methodology on others
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Thank you

https://defendiceland.is

https://securing.dev/

@un1tycyb3r@xssdoctor @Jhaddix

arcanum-sec.com

@G0LDEN_infosec

@ DanielMiessler

https://danielmiessler.com/


