PLUMBING THE PLUMBER:
A PLAYBOOK FOR INTEGRATION SERVERS
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Enterprises today demand more than ever from their tech stacks amid a rush of rapid ch
business imperatives to derive value from AL; the increasing sprawl of APIs, Katka and ir
and ongoing waves of digital transformation. Yet most tech stacks strain under the com

these demands, unable to evolve into an Al-ready foundation for innovation.

IBM webMethods Hybrid Integration provides comprehensive development, deploymey
ganagement and monitoring of diverse integration patterns across on-premises an







e fFound in Banking, Telecom, Healthcare, Government, and Insurance.

 Processes financial transactions, integrates patient health records

and manages global supply chains.

e A central point of failure for things we rely on daily

- Integration
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e [Jeep understanding required private,
EXpensive training

e In 2015, it was around $8,000 per person

e Security model = It we don't tell anyone how it
works, no one can hack it




ibm-wm-transition has 156 repositories available.

:m their code on GitHub. E@CUE WH@N

IBM webMethods Integration

With IEM webMethods Integration, turn your data
and services into experiences everyone will love

- p —‘F_—_-_ . . ' - "
Home | Software AG Product Documentation ' T with application integration for everyone and...
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"WWW-Authenticate: Basic realm="Integration Server™

http.html:"WmRoot"
ssl.cert.subject.cn:"Integration Server”
http.html:"Software AG"

TOTAL RESULTS
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United States
Germany

WEGEHER P S

China
Korea, Republic of

More...

TOP PORTS

37

26

23

a1 View Report

Product Spotlight: Fre

20.23.152.184 [/

Microsoft Corporation

== Netherlands, Amsterdam

cloud

35.209.11.174 [/

logistics.com

174.11.209.35.bc.googleuserconten
t.com

Google LLC
== United States, Council Bluffs

[

cloud
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o Wider Port Scanning - 3d00

e |ntegration with oeebug vuln database

e Better coverage in Asian Markets

"Integration Server" && (iconhash="c5665614132b8bfc64f024d4bb0f6d3a")

"Integration Server" && ( iconhash = "cb6 ) Mot satisfie

About 975 results (Nearly year: 532 results) 0.148 seconds

lcon(1): P Select All

Result

"Integration Server"

"Integration Server" Not satisfied with the search, try ZoomEyeGPT

About 10,335 results (Nearly year: 2,718 results) 2.228 seconds

lcon(99): P 9 @ @ a“,@ @ {? “ﬁo More

N 129.24.172.149:443 ¢

129.24172149 ® | Dataupdate _Header Body

Bi= United States, Texas, Port A HTTP/1.1 200 OK
Date: Sun, @03 Aug 2025 02:00:00 GMT
Server: Apache

ization: University of New Last-Modified: Mon, 14 Oct 2024 17:19:
ASN: AS3388 ETag: "37c6-624730b51f991"
Accept—-Ranges: bytes
Content-Length: 14278
Connection: close
Content-Type: text/html; charset=UTF-8

istname: orawebQ2-int.unm.e

Title: The Business Page
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e Rule-based fingerprinting engine

o Asset correlation

e icon_hash="-23433uZ6d"

icon_hash="-234335289"

999+
Favicon(1): @ Select all

-—
—
———

TOP FID &
yAiKat... 947
XThyz... 230
0FCO1... 94
DZWel... 48
tWe10O... 26

TOP COUNTRIES/REGIONS
» US g= 426

Ak - ST

1,489 results ( 839 unique IP ) ,64 ms ,Keyword Search.

Nearly year results, click to view all results.

3

® https://142.34.52.23 = xmy.."

Integration Server Administrator

142.34.52.23

@ Canada / British Columbia / Victoria
ASN: 15830

Organization: Equinix (EMEA) Acquisition E...
2025-08-04

[7l @

Header

HTTP/1.1 200
Connection: clc
Content-Lengtt
Cache-Control:
Content-Type:

Pranma-: n~
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luality data
luery Assistance

sertificate Issues

Attack surface Management

Search Q@ "webmethods"

Search Results

ASSET TYPES
Hosts
Certificates

Web Properties

v SOFTWARE VENDORS
cloudflare
5
amazon
microsoft

openresty

More v

Report Builder

RESULTS: 4,262 DURATION: 0.61s

@ 20.22718.170: 443 - WEB PROPERTY

404 Not Found

Trusted v

Nginx

CHED FIELDS
web.cert.names 2em-az-au.
web.cert.names 2em—-az—-eu.
web.cert.names 2em-az-us.
web.cert.names al-az-usl.
.cert.names al-az-us2.

ommon_name tal-az-au.

webmethods.

webmethods.

webmethods.

webmethods.

webmethods.

webmethods.
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who uses webmethods?

& InfoClutch

https://www.infoclutch.com » middleware-software » w...

webMethods Customers List

Companies that use webMethods ; Amway, www.amway.com, 15000, $8 Billion ; Freddie Mac,
www.freddiemac.com, 7284, $23 Billion.

/I
https://enlyft.com > ... » Business Process Management

Companies using WebMethods and its marketshare

4580 companies use WebMethods. WebMethods is most often used by companies with 50-200
employees & $>1000M in revenue. Our usage data goes back 9 years and 9 ...

Q TheirStack.com
https://theirstack.com » technology : webmethods

List of companies using WebMethods in United States

Download a list of 622 companies that use WebMethods in United States which includes industry, size,
location, funding, revenue...

ReadyContacts
https://www.readycontacts.com : target-account-profiling

Software AG WebMethods Customer List

Apr 11, 2025 — Ready's comprehensive database of Software AG WebMethods user list provides
detailed contact information for businesses who use it.

Companies that use WebMethods

5 software

T Integrations Platform-as-a-Service (iPaaS)

List of companies using WebMethods
B Technology is & WebMethods + Add Filter
Country

=5 United States
#& United Kingdom
I+l Canada

i) France

Q||| . ® United States

OpenText
@ M

opentext

I+l Canada

2,760

companies

Insurance WebMethods ,j|

WebMethods's usage

Telecommunications $

The confidence of Aflac using

It Services And It Consulting $ R TIaT

The technology was mentioned in 88 job

It Services And It Consulting 3 $ postings between Jun 07, 2022 and Sep
10, 2024,

Pharmaceutical Manufacturing $46B WebMethods

Software Development WebMethods 4
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 Not every server is meant to be public. & rolldconbat TS/BUSBOURESITORIST  (D22:43

gungnir | grep -i1iE webmethods

" " int-dr-aks-01-az-us.webmethods-stage.10
e tven a hidden server needs a valid Sol/TLY  inE-gr-ake-01-az-us. webnethods-stage. 1o
- int-dr-aks-01-az-us.webmethods-stage. 10
[:Er't|f|[:E|tE int-dr-aks-01-az-us.webmethods-stage. io
int-dr-aks-01-az-us.webmethods-stage.i0
int-dr-aks-01-az-us.webmethods-stage.10

o We can monitor these logs in real-time 0 int-dr-sks-01-sz-us . webmethods-stage. 1o

int-dr-aks-01-az-us.webmethods-stage.10

SEe every new certificate as it's created fop  int-dn-aks-e1-az-us.uebnethods-stage. io

int-dr-aks-01-az-us.webmethods-stage.1i0
int-dr-aks-01-az-us.webmethods-stage.10

Elﬂy d[lmEIiﬂ i['l thE Wl]["‘d_ “t-dr-aks-01-az-us.webmethods-stage.io

https://qithub.com/glldencybersec/qungnir
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o [akesalistof IF's & Domains

. o . + cat credentials results.txt | grep -1 success
® ntegratlun SEPVE B dertlfl[:at”]n SUCCESS - Credentials worked: 'I.l-.'EE-!H_lS‘fSUSEFl:manage
SUCCESS - Credentials worked: WEBM SYSUSER:manage
- SUCCESS - Credentials worked: Administrator:manag
" SUCCESS - Credentials worked: WEBM SYSUSER:manags
® EStS dEfaU‘t [:PE[: Ent|E| SUCCESS - Credentials worked: Admi_ﬁi_stratnr:mangi
SUCCESS - Credentials worked: WEBM SYSUSER:manage
FF“F h . h 5“:”] Al:ll d . SUCCESS - Credentials worked: Administrator:manac
SUCCESS - Credentials worked: WEBM SYSUSER:manage
o BACH ONe With about endpoints
SUCCESS - Credentials worked: WEBM SYSUSER:manage
; . . ) : SUCCESS - Credentials worked: WEBM SYSUSER:manage
- -IIntegr‘atlUn_SUPf{?P.Sh integration _ips.txt finaltest.txt SUCCESS Credentials worked: WEEBM SYSUSER:manage
®. Processing input file for domains and IPs... SUCCESS - Credentials worked: WEBM_SYSUSER:manage
Ml Resolved 522 unique IP addresses SUCCESS - Credentials worked: WEBM_SYSUSER:manage
SUCCESS - Credentials worked: Administrator:manage
=== =============== SUCCESS Credentials worked: HEBH_S?SUSEH:NEHEQE
INTEGRATION SURFER v1.0 % SUCCESS - Credentials worked: WEBM SYSUSER:manage
:::::::::::::::::::::::::::::::::::::::::::::::::ﬁ SUCCESS Credentials worked: HEBH_S?SUSEH:H]EHEQE
SUCCESS - Credentials worked: WEBM SYSUSER:manage

&~ Choose your surfing operation: SUCCESS - Credentials worked: WEBM SYSUSER:manage

:; Integpation Server Detection (tests 9 endpoints) SUCCESS - Credentials worked: HEBH_ELUSTEHUSER:NEH
. @ Default Credential Testing (tests 6 credentials)

. &  Fuzzing (runs ffuf over everything)

: 3; Run All Tests (detection + credentials + fuzzing)

. » Test Credentials and Fuzz (skip detection, assume good data)

¥ Detection + Credentials only (no fuzzing)

[ & pesection ¥ Tuzzing omly oo credentians https://qithub.com/Roll4Combat/IntegrationSurfer

» Enter your choice (1-7): 6
B Selected: Detection + Credentials only (no fuzzing)

~NSNo-ul /s W =

».

Integration server monitor started (PID: 67900)

g
&~ Total domains to surf: 522 17



WAIT A MINUTE......

o 700 = successfully ran

o a[lll = We can run it with fixed formatting....

PUD.
PUD.
pPUD.
pPUD.
PUD.
PUD.

security.
security.
security.
security.
security.
security.

keystore:setKeyAndChain [Status:
:11stKeys [Status:
:getPassword [Status:
' Status:
setPassword [Status:
:updatePassword

outboundPasswords
outboundPasswords

outboundPasswords.
outboundPasswords.

outboundPasswords

removePassword

500,

200,

Size: 16(

Size.

500, Si:

500,

500, Si:
Status:

>00,
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PrWmbDeployerResource |

£ WmDesigner

> [ WmebXML

> [CI WmEJBAdapter

Z [E‘]]WmEntireX

) |f_'i‘I|WmEstdCc:mmonLib
> EIWmFIN

> I WmFINMessages

: Ifj‘IleFIX

. Iff]]WlnFl}(Messages

> B3 WmFlatFile

> B WmISExtDC

> ) WmJDBCAdapter

> £ WmJSONAPI

> £ WmLogUtil

> ) WmMonitor

> B WmMQAdapter

> £ WmNUMDeployer

> I WmOptimize

> I WmPRT

> [ WmPublic

> £ WmRoot

> £ WmSampleAdapter
k[ WmSAP

L WmSWIFTCommon

] Properties for WmPublic

type filter text

Element Information
Package Dependencies
Package Settings
Permissions
Replication Services

Startup/Shutdown Services

Permissions

Permissions for Package: WmPublic

List ACL |Default

G
-

Default

ST ey aTTIN
Developers

D

D

D

Du

N
ACL Membership

Select ACL Default ACL

Group associations for this ACL:

Allowed

local/Everybody
system/My webMethods Users
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pub.file:bytesToFile
yub.file:checkFileExistence
b e e And hundreds maore...

pub.file:moverFile

pub.file:readerToFile
pub.file:streamToFile

pub.file:stringToFile
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Documentation

IBM webMethods B2B Trading
Networks

Change version

11 B D,

Show full table of contents

v

Admin Folder
Archive Folder
Charting Folder
Delivery Folder

Dictionary Folder

Summary of Elements in this Folder

The elements that are available in this folder are listed in the following table:

Element

wm.tn.admin:exportData

wm.tn.admin:extendedExportData

wm.tn.admin:extendedImportData

Description

Exports data from the Trading Networks database.

Exports data from the Trading Networks database by either
saving the data to an export file or by generating sources
for solution deployment through IBM webMethods
Deployer. Provides extensions for each asset type and an
option to filter the asset type based on internal IDs.
Imports data from the supplied XML or binary file
containing Trading Networks data by either saving the data
from an export file or by generating sources for solution
deployment through IBM webMethods Deployer. Providg




=]

2|

Package MNavigator = Package Exploner

!:-'J] WmbAOAdapter
- A%
|____j| 'i"-l."r"a'..l"-u'...-'!"l.:::.-i"
I__-:Fﬂ";",.'n':_'l imire
S WmPRT
!::_]] WmPublic
-
0 WmRool
2 WmSampleAdapter
@ wmsap
e ¥
B WmSWIFTCommon
i-’:.‘i:l WmESWIFTMNetClient
= 3 i i

Rl e 7 gl atearsar
I_H_II"FIL SWIET R et My
e foon o i
I__:ﬂ WmlaskAssets
=

Il WmiTaskClient

™ .
:j] WmlaskEngine
w '-'::| WmniTh

TMNExEAPI

T

W
-
access
acmin
assethManagement
=! checkCompatibility
=l garTMObjecis
=) exportData
=J axtendedExport Data
=! extendedimportData
= getDBLimits
=J getDBPoolinfo
=! getProperties
_-I._|--'.‘*-I..r!-.|:|'"-"x
=J getThreadCueueConfig
=l imporiData
=) insta
=4 installACLs
|1"|*_;|'.|:|,"
=J processClusterSyncieg
=l cetProperties
=} setThreadQueueConfig
=J shutdowr
_.I L I'||I‘."l."|J."'."."I"'|-.."\.'-.-. [ Vo s =

lava Service getProperties

¢t inputs to the service, |If Yo e to PSS In

0 Run in Browser only submits String and String
other types of inputs, use "Run Sennce’ or set the values in the service instead of entenng it in the

‘Enter Input’ dialog box

Do not show this again

Messages Fipeline

769 of 1164M

r

Debug

s getProperties [IS Service

Launching getProperties: (47%




SerrorDump [com.wm.app.b2b.server.AccessException: [ISS.0084.9004] Access Denied at com.wm.app.
com.wm.app.b2b.server.invoke.DispatchProcessor.process(DispatchProcessor.java:34) at c
com.wm.app.b2b.server.invoke.InvokeManager.invoke(InvokeManager.java:638) at com.w
com.wm.app.b2b.server.invoke.InvokeManager.invoke(InvokeManager.java:405) at coig

'-.__03:5550XiIwmke/wm X -+

C M /\ Not secure -03:55505’1 nvoke/wm.tn.admin/getProperties?

PTOPS||itn.dls.EnableLogDataSetChanges false
tn.cluster.notifyPropertyChange true
tn.procRule.EnableLogProcessingRule||false

tn.task.ttw 300

tn.cluster.sync.remoteAliases
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WM.SERVER.ADMIN:SHUTDOWN



0/invoke/pub

nvoke/pub.string/HTMLDeco

:5550 says

Html Decode is Convenient for XSS

O

de?inString=%26l1t%3Bscript%

6gt%

r3Balert%28%:26

ftact

Delivery

quot%3BHtml+Decode+is+Convenient+..

PartnerID [
Protocol [ftp

PrimaryAddr L—[Buﬂ]ean m ‘
Host I

Location I

UserName I

CustomData [

DestinationID I

NativeProtocol

CustomDataString

E2BInterface

B2BService

e Type/TypeName% %wvalue bizdoc/InternallD% dat as

25



PUB.UTILS:EXECUTEOSCOMMAND



FUZZ PROPRIETARY SERVICES

CompanyName.ProjectName.Pub:LetAllCustomersData
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e [Iftered mu

e [urnedind

e We only touched may

tip

lis

e jobs by some giant companies

1TEpD

St

1 bug bounty programs, VOF's, and direct email

e |[

J0 of possibilities

e Assume we can use a similar methodology on others

28



¢ defend Iceland

ProCircular

https://defendiceland.is e T

~o

a & DanielMiessler
& & https://danielmiessler.com/

& W @GOLDEN infosec

https://securing.dev/

Islandsbanki

Aunltycybdr

‘e 'Ca3.%, [Axssdoctor |

@JHADDIX
ARCANUM-SEC.COM
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